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The article analyzes the current position of the
European Union regarding non-acceptance of
Russian actions in Ukraine, in particular their
threat to the state’s information security and
the imposition of sanctions against Russia,
based on an unstable compromise between
the various interests of European countries.
The notion of “information aggression” and
“‘information war” on the example of Russian
interference in the internal affairs of Ukraine
as a threat to the national security of the state
are defined. Attention is drawn to the methods
and tools for conducting an information war-
fare. The basic manipulative technologies and
techniques, their influence on the psyche, con-
sciousness and human behavior on concrete
examples are shown. The article reveals the
main tendencies and positions in the politics
of the leading countries of the world in com-
bating the threats in the information space
and changing the internal information policy of
these states, as well as strengthening the com-
ponents of cybersecurity.
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Y cmammi aHanizyembCsi cydacHa rno3uyisi
€spornielicbkoeo Coto3y CmMOCOBHO Hecrpuli-
HsImms pociticbkux dili 8 YKpaiHi, 30kpema ix
3aepo3 iHghopmayitiHiti 6e3neyi depxasu, ma
3anpoBsadXeHHs1 caHKyil npomu Pocil, ujo cnu-
parombCsi Ha HecmiliKuli KOMMPOMIC PI3HUX [H-
mepecis kpaiH €8ponu. BusHa4eHo rMoHamms
«iHghopmauiliHa aepecisi» ma «iHghopmayitiHa
BiliHa» Ha npuksadi pocilickkoeo BMpPyYaHHsI
Yy BHYmpIiwHI cripasu YkpaiHu sik 3a2posu Ha-
yioHasbHIll 6e3rneyi depxasu. 38epmaemscst
yBaza Ha Memoou ma IHCmpyMeHmu Be0eHHsI
iHghopmayitiHoi BiliHU. [MoKa3aHO OCHOBHI Ma-
HinyismusHi mexHoAoe2ii U npudomu, ix s8raus
Ha rcuxiKy, csioomicms i NoBediHKY /I00UHU Ha

KOHKpemHux rnpukiadax. Cmamms poskpusae
OCHOBHI meHOeHYii ma nosuyii 8 mosiimuyi npo-
BIOHUX O0epxas csimy wodo npomudii 3agpo-
3am 8 iHghopmayitiHomy rpocmopi ma 3MiHy
BHYMPIWHBOI  IHGhopMayitiHOI noimuku  yux
O0epxas, a MakoX MOCU/IeHHS] KOMMOHeHMU
Kibepbesneku.

Kntoyosi cnosa: iHghopmayiliHa besrneka, iH-
hopmayitiHuli mpocmip, kKpaiHu — 4aeHu €s-
ponelickko2zo Coro3y, pocilicbKo-yKpaiHcbKuli
KoHehr1ikm, iHghopmayitiHa siliHa, iHghopmayid-
Ha azpecisi, cri/ibHa Nno3uyisi, CaHKyjr.

B cmambe aHanusupyemcsl HbIHEWHsIsl ro-
3uyusi Esponelicko2o Coro3a o Hernpusimuro
poccutickux delicmsull 8 YkpauHe, 8 4Yacm-
Hocmu Ux yepo3 UHghopmayuoHHol be3onac-
Hocmu 2ocydapcmsa, U B8BedeHUe caHKyul
npomus Poccuu, onupatowjeecsi Ha Heycmol-
4uBbIli KOMIPOMUCC Pas/iudHbIX UHMepPEecos
cmpaH Esporibl. OnpedesneHbl NOHIMUS «UH-
hopmMayuoHHasi azgpeccusi» U «UHghopmayu-
OHHas BoliHa» Ha npumMepe pocculickozo Bme-
wamesibcmsa 80 BHympeHHuUe 0ena YkpauHbl
Kak yepo3bl HayuoHasibHol 6e3onacHocmu
eocyoapcmsa. Obpawjaemcsi BHUMaHuUe Ha
Memoobl U UHCMPyMeHmMbl BeAeHUs1 UHGHOp-
MayuoHHoU BOlHbI. [Toka3aHbl OCHOBHbIE Ma-
HUMY/ISIMUBHbIE MEXHO/I02UU U NPUEMb, UX
B/IUSIHUE Ha MCUXUKY, CO3HaHUe U rnosedeHue
yesioBeKka Ha KOHKpemHbIX rpumepax. Cma-
MbsI packpbiBaem OCHOBHbIE MEHOeHYuU U
fo3uyuu B8 No/UMuUKe Bedyuwjux 2ocydapcms
Mupa o npomugodelicmsuto yepo3am 8 UH-
¢hopmMayuoHHOM MpocmpaHcmBee U U3MEeHe-
Hue sHympeHHell UH¢hopMayuoHHoU rnosu-
MUKU 3mux 20cy0apcms, a makxe ycusneHue
KOMIMOHeHmMbI Kubepbe3onacHocmu.

Kntouesble cnosa: UH(hopMayuoHHasi 6es-
ornacHocmeb, UHGhOPMAayUOHHOe MpoCmpaH-
cmBo, cmpaHbl — 4sieHbl Esponetlicko2o Co-
t03a,  pocculicko-yKpauHcKull  KOHGhIUKm,
uHghopmayuoHHasi BolHa, UHGhOpMayUuOHHast
agpeccusi, 0bwasi no3uyusi, CaHKyuu.

tion, in the hottest point of the collision of interests of

ment was in a state of emergency a deep crisis,
which is estimated to be the most massive from the
times in full swing Cold War. Experts and politicians
talk about the global threat the conflict, the focus of
which may be the events in Eastern Europe. In a
post-bipolar world, stability and the prosperity of the
European Community has been secured the system
of international security, in particular information. Due
to Russia’s aggression against Ukraine, the occupa-
tion of Crimea and events in the East of Ukraine,
the system of European and global security turned
out to be largely ineffective, calling into question the
possibility of further sustainable development on the
continent. At the same time, Ukraine was at a global
breakthrough security systems, including informa-
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global players.

Information security is an integral part of a com-
mon problem informational support for the develop-
ment of man, state and society in the quality of the
symbiotic organism. It is aimed at protecting mean-
ingful or already referred to actors of information
resources, legitimate interests [2, p. 16].

According to G. Pocheptsov, information civiliza-
tion does not perceive the action in physical space,
it sees the victory in the information and virtual
spaces. Despite a fairly large number of research
and publications on information security, the system
propaganda anti-Ukrainian campaign of Russian
media against Ukraine, the use of their latest tech-
nical capabilities and manipulative technologies



B [TOJUTUYHI IHCTUTYTU TA TTPOLECK

have shown the vulnerability of the domestic infor-
mation space [4].

In the creation and implementation of foreign
policy of the European Union has always played an
important role still played by the positions and inter-
ests of individual member states. This stems primarily
from the restrictions associated with unanimity voting
in the EU Council and the European Council on the
basic amount of foreign policy and security issues. In
most cases, it is necessary to achieve the consensus
of the Member States of certain actions and decisions
of the EU. And if it fails, then repeatedly consensus
that acquired forms of “rotten compromise” [8], which
is very limited effectiveness of joint activities. For
example, on the Polish-Swedish proposals on “East-
ern Partnership” after reaching a consensus among
Member States in the EU institutions at the output
remained almost anything that would contain a val-
ue-added tax, compared with current until the Euro-
pean Neighbourhood Policy.

Therefore, the position of the EU on the interna-
tional stage is often the “lowest common denomina-
tor”, the process of working hours — a long and rather
energy is used to resolve internal disputes, instead
of forming a strong common position in relation to
other states.

The positions of the Member States are very
important for the formation of a comprehensive long-
term strategy for the EU, which would be aimed at
strengthening Ukrainian statehood and integration of
our country to Europe and coherent EU policy towards
Russia in the conditions of the Russian-Ukrainian
conflict. Therefore, understanding how serious are
the differences between the Member States and how
to change this situation, is paramount.

Russian-Ukrainian military conflict demonstrates
weak cohesion of Europe to external threats, the main
reason why, no doubt, is the divergence of interests
of EU member states in terms of their foreign policy
priorities in general and towards Eastern Europe in
particular. The main interests of most EU countries
in Eastern Europe are economic in nature, related to
energy and access to markets. The interest of some
of the EU in cooperation with Eastern Europe also
follows the issues of security and immigration. But
in general we can speak of the traditional Member
States’ deficit of political will and common interest to
form policy towards its eastern neighbors. Eastern
Dimension of EU policy that was of particular impor-
tance for Brussels after extensions 2004 and 2007,
has remained one of the most controversial and con-
tradictory perception among members of the Union.
Finally, D. Milcharek rightly points out that the forma-
tion of a common coherent EU policy towards Eastern
Europe was not conducive ambivalent position them-
selves recipients of this policy [3, p. 149].

Advantages Revolution in Ukraine and Rus-
sian-Ukrainian war, unfortunately not led to the
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formation of a broad consensus in the united Europe.
On this occasion the American realist Robert Kagan
notes that “even Europeans XXI century, despite all the
benefits of their union, unable to unite against a preda-
tor in their environment and, in the past, willing to give
at the mercy of the weakest to save their own (financial)
skins”. In our opinion, such a verdict exaggerated and
perhaps premature. Indeed, although there are doubts
and some EU countries do not approve, for exam-
ple, increased economic sanctions and other restric-
tive measures to Russia, but in the end result: still no
Member State did not dare veto right joint action or EU
position on these issues. At the meeting of the Union
for Foreign Affairs June 22, 2015 automatically without
discussing sanctions against Russia were extended
until 31 January 2016. EU countries adhere to a com-
mon position on the rejection of Russian actions in
Ukraine and sanctions against Russia by consensus
of all 28 members is considered a significant achieve-
ment. However, it is necessary to agree with J. Sherr
that Russia’s policy towards Ukraine is largely fueled
by the conviction that the lack of resources and core
national interests outweigh leading European coun-
tries and will enable Russia to realize its interests in the
post. However, says the expert, the idea of the Kremlin
were false [8, p. 89].

Reaching consensus among the 28 EU mem-
ber states — a complex process. In discussing the
extension of sanctions against Russia, not to men-
tion the introduction of new restrictive measures,
serious differences remain and continue discus-
sions on the matter. Among EU countries, on the
one hand, there are “hawks” calling rigidly resist
Russia, strengthening economic sanctions and
providing active support to Ukraine. Some even
involves supplying weapons for protection. Since
the beginning of this hard line chosen Poland, the
Baltic states, perhaps to a lesser extent — Romania.
Each of them has its own internal reasons, related
primarily to the near history. This group also tend
United Kingdom and Scandinavian countries.

The earliest and most fundamental position on
the “Ukrainian crisis”, the Russian annexation and
subsequent military campaign in the Donbass for-
mulated Poland, Lithuania and Estonia. Polish for-
eign minister, together with his French and German
counterparts intermediary in negotiations between the
protesters and the President of Ukraine Viktor Yanu-
kovych February 20, 2014, while Lithuania has used
its presidency of the UN Security Council to convene
an emergency meeting of the Ukrainian issue. In turn,
the Estonian President TH llves at the meeting with
Ukrainian leaders in September 2014 said that the
Ukrainian-Russian conflict — a “war between Europe
and non-Europe, the conflict between different value
systems” [9, p. 35] in response to the violence against
euromaidan Estonia, Lithuania and Poland gave the
wounded Ukrainian health care in their hospitals.

83




HAYKOBUI YXYPHAJT «MOJITUKYC»

In addition, all three countries have mobilized strong
reaction of civil society to the events in Ukraine.

Although the position of Poland and the Baltic coun-
tries, which have long pointed to the threat from Rus-
sia (in 2009 a group of experts from Central Europe
warned in an open letter to the administration of Barack
Obama, published in Gazeta Wyborcza that Russia is
returning to the policy of the nineteenth century, with
tactics and methods of the XXI century [10]) has long
been the position of the minority and they were called
alarmists, with the growth of aggressive behavior of
Russia and increased the intensity of the fighting in east-
ern Ukraine, it gradually became a majority position.
The leading role in this process is played by Germany,
as Angela Merkel has made great efforts to agree the
EU institutions common position on Russia’s actions in
Ukraine and sanctions it considers as “necessary and
inevitable” [7, p. 26]. A clear and unambiguous position
of German Chancellor most articulated was made in
November 2014 after brysbenskoho summit of G20:
“We can not afford to beat the old notion of spheres of
influence, along with the neglect of international law.
“We will oppose this policy”, no matter how long it did
not last matter how hard it was and how much failure
did not bring it. According to J. Sherr, with its resolute,
methodical and consistent approach, Angela Merkel
during the past year was the embodiment of Western
firmness and solidarity” [8, p. 89].

However, some EU countries have taken an ambig-
uous stance on Ukraine and Russia in the current
war. They are conventionally called “Russia’s under-
standers” (“those who understand Russia”). France,
South Union Member States (Italy, Spain, Portugal,
Greece, South-East Europe) in no hurry to confront
with Russia through Ukraine. It is possible that some
EU countries in the future may veto new sanctions
against Russia or block extension. Such intentions
have repeatedly expressed in government circles in
Italy, Cyprus, Czech Republic, Greece and Hungary.
Some warning at various times put forward represent-
atives of the authorities of Austria and France.

Surprising rather uncertain position of some Cen-
tral European countries on Russian-Ukrainian con-
flict. Despite the common history as a Soviet satellite,
and (most of them) direct occupation of Moscow in
the twentieth century., Still fresh experience your own
transition, good understanding of contemporary East-
ern Europe and Russia, proximity to the conflict zone,
deep historical, cultural, social and economic ties with
its neighbors in the East, the region is surprisingly was
divided in relation to the Russian-Ukrainian conflict.
Unlike Poland and the Baltic States, the response of
the southern part of Central Europe to the events was
more restrained. It ranged from cautious condemna-
tion of Russia’s actions in Bulgaria, noticeable dis-
tancing of these issues in Romania quiet pragmatism
in Slovakia and clear pro-Russian vote in the Czech
Republic and Hungary. Representatives of these
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countries at meetings of the European Council or v
fired of the Ukrainian issue, or take too vague or not
pro-Ukrainian position. The debate in the EU on sanc-
tions against Russia only deepened the differences
between the countries of Central Europe. While in
Warsaw, Tallinn and Vilnius are calling deepen restric-
tive measures against Russia, delete it from your sys-
tem Swift and even expressed willingness to supply
weapons to Ukraine, Prague, Bratislava and Buda-
pest has repeatedly publicly stated their doubts about
the effectiveness of sanctions, pointing to their nega-
tive effects themselves and other EU countries, and
strongly oppose the supply Ukraine arms. It is clear
that this factor plays an important role their energy
and financial dependence on Russia. However, their
post-war history, dependence on Moscow via Warsaw
Pact and the Council for Mutual Economic Assistance
should at least promote a greater understanding of
the potential threats from the Kremlin. The diversity
of views and responses from the countries of Central
Europe casts doubt on its ability to act as an internal
advocate for the EU’s eastern neighbors and weak-
ens the ability of the EU as a whole to respond effec-
tively to the spiral of violence in Ukraine.

A key role in shaping a common EU position on
the Russian-Ukrainian conflict plays today, without a
doubt, Germany. As noted by William Speck, a lead-
ing position in the eurozone crisis, which forced Ger-
many to make forward as a great country with a strong
economy, Chancellor Angela Merkel was among the
leaders on the issue of the conflict with Russia.

Influence Germany played a crucial role not only
in implementing effective sanctions of the EU against
Russia in March 2014 and their expansion in July and
September 2014, and in disrupting the pipeline project
“South Stream”, stopping/slowing the convergence of
Hungary and Russia, dragging France with a group of
skeptics on the issue of sanctions to the opposite camp
and indirect impact through Paris to other southern
member states. In general, German policy fits into the
overall approach to the conflict, the European Union,
which includes 3 components: Sanctions against Rus-
sia Ukraine financial support and search format of
negotiations for the settlement of certain aspects of
the conflict diplomatically. Germany strongly supports
sanctions against Russia for the purpose of putting
pressure on Moscow to end fighting in eastern Ukraine,
but also actively working to create the conditions under
which they may be eliminated in the future. This refers
to the efforts of Germany’s bhilateral with France with
a view to a political settlement, support of the contact
group set up under the auspices of the OSCE, the
coordination of a united Europe from the United States.
Angela Merkel realizes that to lift the sanctions against
Russia for that increasingly louder appear dissatisfied
with the Member States, it is necessary to progress in
resolving the conflict. It is unknown how many endure
agreed by skeptical about sanctions Member States.
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The current position of Germany on the Ukraini-
an-Russian conflict demonstrates significant mod-
ification of its eastern policy. For chancellorship
G. Schroeder and Merkel German accents Eastern
policy focused mainly on Russia — a close relationship
with it have a long historical tradition, and now both
sides are to each other important partners, especially
in the economic sphere. The trade turnover between
Germany and Russia in 2013 amounted to 76,5 billion
euros [8, p. 89]. Russian annexation of the Crimea
and the war in eastern Ukraine had led to greater
realism in German policy towards Russia. This gives
reason to believe that in the near future may change
the paradigm of German Eastern policy, in particular
its attitude to Russia and Eastern Europe and South
Caucasus covered by the “Eastern Partnership”.

Today among German politicians, researchers,
activists and journalists engaged in Ukrainian-Russian
conflict with science, journalism or social position, is the
debate about interpretation and evaluation of events in
Ukraine. Fifth December 2014 60 prominent represent-
atives of German political, business and cultural circles
published in newspapers Die Zeit and Der Tagesspiegel,
and later Russian online inoSMY.Ru appeal “New war
in Europe. Not in our name!” known as “Call 60 Ger-
man celebrities”. In it, they asked Berlin to continue its
partnership with Moscow. A week later, in mid-Decem-
ber 2014, 142 German experts on Eastern Europe pub-
lished in the newspaper Zeit Online (Hamburg), Der
Tagesspiegel, Die Welt, Berliner Zeitung (Berlin) and
Der Standard (Vienna) treatment response, which called
to ensure that German policy towards Russia based on
realities, not illusions. Noting that “this war is a clear
aggressor and victim clearly identified”, the signatories
said that “we Germans can not again turn a blind eye
when it comes to the sovereignty of one of the former
Soviet republics, the survival of the Ukrainian state in
our own interests to oppose the export anti-liberal ideas
of the Kremlin in the EU” [6].

This discussion, formal statements of many mem-
bers of the German political elite and the country’s
position in the EU concerning Ukrainian-Russian war
show that many members of the German political
elite, including the Social Democrats and the busi-
ness community have changed their attitude to Rus-
sia, and then there is every chance that in the near
future Eastern policy of Germany will be more realistic
and balanced in the context of relations with Russia,
on the one hand, and the countries of the “Eastern
partnership” — on the other. But Berlin, like Paris or
Rome, it is difficult to give up their long-term policy,
based on the hope that economic cooperation with
Russia eventually transform it politically. A more sober
and realistic view of Russia in the making.

In general, assessing policies southern EU Mem-
ber States on Russia and Ukraine in the current con-
flict, it is necessary to indicate that its contents deter-
mine several factors. First, the geographical priority

for these countries has always been South Europe,
the Maghreb, Africa and the Middle East (plus Latin
America for Spain). In the Eastern Neighborhood,
unlike Germany, they have geopolitical interests. Sec-
ondly, these countries have traditional historical ties
with Russia and other states of the former Soviet Union
tend to think through the Russian prism. Hence — the
vision of the EU’s Eastern policy on the principle of
“Russia first”, a tacit recognition sphere of “privileged
interests” of this space, lack of knowledge of Ukrain-
ian realities, a false perception of events. It should
be added that these countries never experienced a
direct threat from Russia for their sovereignty, territo-
rial integrity and independence, not suffered from its
aggression. Third, the financial and economic interests
factors significantly influence their policy on this issue
because these countries are important economic part-
ners of Russia. Fourth, the growth of negative trends
in several European countries, including those con-
sidered above as euroscepticism, anti-Americanism,
anti-globalization, antyliberalizm (which demonstrated
the results of recent elections to the European Parlia-
ment, where noticeable results gained extreme right
party), automatically multiplies the number “friends of
Russia” in Europe. Fifth, revealing a powerful Kremlin
propaganda through the media and concealed them
support some political parties and campaigns, which
exposes the vulnerability of many countries of the EU
to the Russian influence.

The differences in the approaches of Member
States to the Russian-Ukrainian conflict led to the for-
mation of a double strategy of the European Union on
the one side — sanctions against Russia, and on the
other — search format of talks to resolve the conflict
diplomatically. However, after the already numerous
agreements with Russia in various formats (“Geneva”,
“Normandy”), and above all Minsk-1 and Minsk-2, it is
not executed and continues aggression against Kyiv,
diplomatic way to turn Russia into a more “coopera-
tive” status seems problematic.

The challenge for the EU member states — Spain,
France and ltaly, not to mention Germany — are work-
ing to resolve the conflict and stop Russian aggression.
This is no easy task, considering the financial aspect in
times of crisis, but the current conflict concerns the most
fundamental principles of the EU. So the most impor-
tant thing in Rome, Paris and Madrid can do to help
Ukraine — is, first, to adhere rate agreed in Brussels.

Secondly, they must have a common position and
vision of what should happen that the sanctions were
lifted. Do ceasefire will be sufficient or necessary fully
implement the Minsk agreement, including the estab-
lishment of effective control over the Ukrainian consti-
tutional authorities of the Russian-Ukrainian border.

Third, Ukraine desperately needs help from the EU
Member States. It is not only financial support but also
assistance for reform and putting pressure on the Ukrain-
ian authorities to fight corruption and reform the judiciary.
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Fourth, these three countries should consider
applying sanctions reputation for Russians support
Putin’'s aggressive behavior. For example, it could
be withdrawal of the decision to award Gennady
Timchenko Order of the Legion of Honor, which he
received in 2013.

In turn, Ukraine should significantly develop their
communication, both formal and informal levels,
Rome, Paris and Madrid in areas of mutual interest.
Moreover, Kyiv should not just protest and argue on
the basis of mutually beneficial proposals. For exam-
ple, you should consider attraction of Paris, Rome
and Madrid to modernize its army through contracts
with companies from these countries and by expand-
ing their participation in the NATO Trust Fund.

Cricket Ukraine is important for other former Soviet
republics, as well as for stability in the border states.
The way Ukraine should be viewed in the wider,
as, for example, the French Revolution, which went
through a long and painful reforms to modernize.
Ukraine keeps its chance of success, and if it can be
realized, it will be a positive example for the “Eastern
Partnership” and beyond, including Russia.

Thus, EU sanctions against Russia will most
likely be saved. Although part of the EU would be
willing to canceled the slightest movements of the
Kremlin toward the settlement of the conflict or even
without any conditions, it is unlikely that their posi-
tion can be a real obstacle to the implementation of
joint action. At least until the sanctions regime will
support Berlin.

Noting the high level of activity and interest of the
international community in strategic decision-making
on the development of the information space, hav-
ing considered the definition of information security,
which is complex and multi-valued, having studied
the experience of other countries in this sphere, which
can serve as an example for Ukraine in the formation
of its own strategy in the information sphere, appropri-
ate conclusions were made.
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